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Abstract 

The aesthetic and functional abilities of artforms have played significant role in 

different fields of study including securing standalone or networked computer 

systems and handheld devices. Though some studies have centered on humans as the 

weakest link in the security chain, recent assertions from literatures have shown that 

the choice of artforms in graphical password models and allowing users to choose 

their own artforms or click point within an artform during authentication have a 

direct effect on a system’s security level. This research therefore establishes the 

feasibility of developing a security framework for mitigating the effects of 

cyberattacks in Recognition-based Graphical Password Schemes. 

 
1. Introduction 

Implementation of access control policies, standards often involve the identification of appropriate authentication mechanism, and the 

adopted access control mechanism are directly related to the criticality of the system being protected [1]. Current authentication 

techniques are divided into three main areas: knowledge-based, token-based and biometric based authentication. They can also be based 

on single factor models, two-factor models or multifactor models.  It can also be classified based on where the user is located (location-

based authentication) [2]. For some decades, authentication via the textual password model is being widely incorporated as part of access 

control for most systems.  Textual or alphanumeric password falls under the domain of knowledge-based authenticating systems. In 

recent decades, the pervasive nature of the conventional textual passwords, which involves a combination of username and password (or 

PIN), has been declining because of security challenges [3]. These alphanumeric passwords, which are based on pure recall are a real 

challenge for users, for recognition memory is better than unaided recall [4]. 

To address security issues in computing systems, artforms have been used extensively as authenticated proofs and identities [5]. Sasse et 

al affirmed that users’ choices of good or bad passwords are based on the useful information available to aid their understanding. They 

believed that the existing password system models have not done enough in this aspect to assist the users in choosing strong passwords 

[6, 7]. They faulted an opinion of users’ inability to know and remember good password and indifferent concern about security when 

using artforms in Recognition-based Graphical Password Schemes as factors responsible for users choosing bad passwords.  More so, 

research has found that users do not have a good understanding of the difference between a strong password and a weak password [7, 8]. 

Over many years, to address the password requirements, so many Recognition-based Graphical Password Schemes and studies with 

diverse objectives have been proffered, yet it has been proved that not all artforms generated could improve the security of the system [9, 

10]. Also, implementation problems in Graphical Password Models are due to the difficulty in design of the password artforms that are 

memorable and secure, and in providing a large enough password space [9]. These findings show the importance and levels of security in 

Recognition-Based Graphical Password Schemes. The security of Recognition-Based Graphical Password Schemes depends to a large 

extent on the artforms the users are exposed to. 
 

2. Related Works 

Over the years, different appraisals have been conducted on Recognition-Based Graphical Password Schemes. Some researches focus on 

usability and security studies [11, 12, 13, 14] or exclusively on security [15] while some on reliability, usability and security studies 

[16][17][18]. Some evaluated existing models, building prototypes and carrying out user studies [19, 20, 21]. The following are the 

review of the some of the studies. 
 

Davis et al designed Recognition-based Password Scheme called Face [13]. The Authentication Model makes use of people faces as 

password images. A study was carried out on the scheme to evaluate the strength of graphical passwords chosen by the users and its 

impacts on the security of Graphical Password System. The lab study consists of dataset collected during a semester from a set of 

students in which each student was randomly assigned to either of two Graphical Password Schemes (Face or Story) to access their 

grades, homework, homework solutions, and course reading materials. At the end of the semester, the students were asked to complete an 
 

 

Corresponding Author: Babatunde J.O., Email: babatunde.odetayo@uniben.edu, Tel: +2347035901508 
 

Journal of the Nigerian Association of Mathematical Physics Volume 65, (October 2022– August 2023 Issue), 191 – 198 

mailto:babatunde.odetayo@uniben.edu


192 
 

Towards a Framework Establishing…                       Babatunde and Binitie                         J. of NAMP 
 
 

exit survey in which they were to state why they chose the faces they did or their chosen stories and provide some demographic 

information about themselves. The analysis of the results of the experiments indicates that the faces chosen by users in the Face scheme 

is highly biased by the race of the user, and that the gender and appealingness of the faces also exert influences on the password choices. 

Both male and female participants selected female faces far more often than male faces, and then picked attractive ones more often than 

not.  It could be deduced that hotspots or biased arts in an artform used in Recognition-based Graphical Authentication Scheme can 

influence users’ choices of password. This poses serious like Guessing attack to the security of Authentication Systems.  It was suggested 

that measures should be put in place to prevent such hotspot-prone cyberattacks. Suggested alternatives for mitigating this threat includes 

prohibiting or limiting user choice of passwords and educating users on better approaches to select passwords, or to select artforms less 

prone to these types of biases. 
 

Another Recognition-Based Graphical Password Schemes known as Passpoint was developed and tested in a lab with Eighty-three 

computer-compliant students [14, 22]. Two issues were considered in this experiment: the effect of tolerance, or margin of error, in 

clicking on the password points and the effect of the password interface used in the authentication system. The students authenticated 

using Passpoint Graphical Password Model with tolerance (20 x 20 pixels). They were provided with four different artforms. Results in 

the tolerance study shows that the participants were quite successful using tolerance 20 x 20 pixels but accurate memory for the password 

was strongly reduced when using a smaller tolerance (10 х 10 pixels) around the user’s password points. They attributed this effect to 

users’ inability to encode the password points in memory in the precise manner that is necessary to remember the password over a lapse 

of time.  Furthermore, the results of users’ performance on four everyday artforms showed that users performed relatively well in some 

artforms than the others. This indicated that there are possibilities for some password images to perform poorly than the others and this 

can jeopardize the security of the system. The findings established the fact that password images (artforms) used in Graphical 

Authentication Systems have an enormous impact on the memorability, usability and thus, the security of the system.  It suggested the 

likes of artforms that should be avoided in the implementation of Graphical Authentication System. It includes users’ personal choice of 

artforms which users are fond of and attackers could identify. 
 

Another study showed how password interface can affect the security of the authentication system by using different password interfaces 

presented by three click-based graphical password schemes, namely PassPoints, Cued Click-Points (CCP) and Persuasive Cued Click-

Points (PCCP) passwords [12, 23]. One of the findings of the experiment reveals that the design of the password interface in 

Recognition-Based Graphical Password Schemes can influence users’ selection of passwords in predictable patterns. Therefore, they 

theorized that the design choice of password artforms, affects the security of Graphical Authentication system. Moreso, they noted that 

design choices, which subtly alter user selection of passwords, can not be made naively because they may weaken security. These design 

choices may lead users to employ coping mechanisms and pave ways to making insecure choices, or make the insecure option most 

logical or most convenient from a user's perspective. It was concluded that the design of the password interfaces of authentication 

systems influences users’ choices of passwords and may encourage either secure or insecure behaviour.  
 

Jackson reviewed related works on Graphical Password Schemes, and further designed a prototype that could be used to test the 

possibility of artform-based authentication system which he considered as the main security method of the future [24]. The prototype 

consists of three password interfaces which are; a picture-based, a facial picture-based and a story-based. He conducted five different 

experiments to test the memorability, usability and security of the prototype. The results of the experiments indicated that the levels of 

the memorability of the three interfaces were slightly below 90% of the total participants involved in the experiments. The best 

memorable interfaces among the three were the Story-Based and Picture-Based interfaces.  89% of forty-five registered password were 

recalled successfully after a week of registration. He asserted that the Story-based was the best among the three interfaces in term of 

memorability. He justified this outcome based on the fewer number of passwords to be recalled in Story-based interface compared to 

other interfaces. Though, in Picture-based interface, some subjects with lesser number of passwords still had difficulty in remembering 

them. He attributed the success of high memorability in Story-based to methodology users adopt to create passwords appealing to 

themselves. He noted that Facial picture-based interface scored the least among the three in term of memorability but yet the most secure. 

He affirmed that the Picture-based interface is a sensible middle ground between the usability and security. With the prevailing threat of 

Brute force Attacks on Story-based interface, he noted that more works are needed to be done on the security of Artform-based Password 

System.  
 

[25] improved on the model of [26] and showed how it relates to user-selected Recognition-based Graphical Password Schemes. The 

experiment was centered purely on automated techniques for guessing attacks. They evaluated various methods of the automated attacks 

on Recognition-based Graphical Password Systems based on click-order-patterns. It aimed at identifying attractive points (hotspot) users 

are likely to select by using artform processing method. The automated technique combines click-order-patterns with visual attention 

models. They considered two approaches: DIAG and LINE. While DIAG click-point-pattern captures arcs that are consistent in both 

horizontal and vertical directions LINE captures only horizontal and vertical lines. The outcome was examined using two categories of 

visual attention models: Bottom-up and Top-down, and Saliency Toolbox implemented in Matlab [27]. For each, two different styles of 

generating a dictionary for use in a guessing attack was examined. To allow meaningful comparison, the methods were tested by trying to 

guess users’ graphical passwords, using a previous PassPoints user study password database [14, 22]. The results show that automated 

attacks, which are easier to arrange than human seeded attacks, are more scalable to systems that use multiple artforms and posed a 

significant threat. Importantly, they noted that the attack results are artform-dependent. This shows the impact of password artform used 

in the implementation of Recognition-Based Graphical Password Schemes on users’ choices of secure or insecure passwords. 
 

Further studies attributed the security breaches in Recognition-Based Graphical Password Schemes to the inability of the system to make 

a provision for human limitations [10]. Two human limiting factors were: the difficulty people have when comparing meaningless string 
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and memorizing strong passwords and PINs, were examined. The study made use of random arts for automatic generation of artistic 

artforms. Results showed that the Graphical Password Schemes need to account for human factors by making adequate provisions for 

human limitation. The prototype developed complimented human limitation in comparing meaningless string and memorizing strong 

passwords/PINs by converting them to structured artforms which has been proved to be very good in this aspect (hash visualization). 

However, in their work, they discovered that not all artforms generated were usable or improve the security of the system [14, 22]. They 

suggested more works on users’ perceptions of generated artforms, and how to generate recognizable and secured artforms.  

 

[28, 29, 30] argued that the security of Recognition-Based Graphical Password Schemes has received little attention. They believed that 

the issue of the security of Recognition-Based Graphical Password Schemes remains largely unaddressed. They claimed that the effect of 

hotspots has been downplayed. Thus, they examined the security of Recognition-Based Graphical Password Schemes including the 

effects of different graphical password interfaces, and strategies for guessing user passwords. They focused on a security analysis of an 

implementation with the same parameters as used in a recent PassPoints publication [22]. They conducted empirical studies and 

confirmed the existence of hot-spots and postulated that some artforms are more prone to hot-spotting than others.  

 

English noted that researchers often focus on new schemes, usability studies or propose counter-measures to specific attacks. The author 

argued that though these focuses are very important, the analysis has been inconsistent. The author based their assertion by citing the 

work of Hlywa et al which proposed an approach in calculating the password entropy (guessability) of a Recognition-Based Graphical 

Password Schemes [31] and the work of DeAngeli et al which proposed a different approach to measure guessability [32]. The author 

arguably pointed out that there is no standardised method of measuring the level of security of a Recognition-Based Graphical Password 

Schemes.  This finding led to their proposal of a metric that allows the security of Recognition-Based Graphical Password Schemes to be 

measured and compared in terms of resistance to four identified attacks. These attacks include; random guessing, guessing based on 

category bias (semantic guessing), frequency attacks, and shoulder surfing attacks. The purpose of the authors work was to develop a 

model by which the security of two Recognition-Based Graphical Password Schemes can be compared based on any of the identified 

attacks in focus. They implemented the metric model by comparing the security of the PassFaces  scheme with the security of the adapted 

VIP1 scheme. They discovered that PassFaces scheme is more secure in terms of frequency attacks. The adapted VIP1 scheme is more 

secure against random guessing and marginally more secure against shoulder surfing attacks due to the password interface set size. Both 

schemes are equally secure against SOGAs since pass-artforms are assigned to users. Also, if shoulder surfing is not a concern then the 

PassFaces scheme may be a better choice. 

3.0 Basic Cyberattacks in Recognition-based Graphical Password Schemes. 

From the reviewed studies and other literatures, various basic attacks in Recognition-Based Graphical Password Schemes (RGPS) were 

identified as shown in Table 1. 

Table 1: Cyberattacks in RGPS 

S/N Cyberattacks in RGPS Literatures Review 

1 Dictionary Attack [10, 15, 21, 25, 27, 28, 29 30,33, 34, 35, 36, 37,  38, 39]  

2 Brute Force  

3 Spyware 

4 Shoulder Surfing 

5 Social Engineering  

6 Guessing 

7 Intersection Analysis 
 

3.1 Dictionary Attack: 
Dictionary attack attempts to break through an authentication system by using trial-and-error methods of recognizing pass images with 

likely possibilities in a systematic way. A possible selected list is used to crack the pass images starting from the priotized entries among 

the list. Recognition Graphical Password Schemes are less vulnerable to dictionary attacks compare to Textual Password System. The 

attack activity would require more effort and time in Recognition-Based Graphical Password Schemes than textual passwords or Recall-

based Graphical Password Schemes because of the use of mouse input type recognition. 
 

3.2 Brute Force Attack: 

While the attacker tries a list of known or commonly used passwords in dictionary attack, In Brute Force Attack the attacker does not use 

a list of passwords, instead, he aims at trying all possible combinations in the password space. Due to large amount of effort and time 

these attacks consume, Hackers rely on automated tools such as Aircracking, John the Ripper, Hashcat, Ncrack, DaveGrohl  to h elp in 

brute force attacks. These tools can be used on various operating system platforms such as Windows, Linux, iOS, Android and Mac 

OS to breach the security of the system. Comparatively, Graphical Authentication Systems are less susceptible to Brute force attack 

because of numerous input mouse motions. it is more difficult and complicated to use the automated dictionary method to produce all 

possibility of a single user click of an image than a text-based attack. 
 

3.3 Guessing  

Guessing is a form of both dictionary and bruteforce attacks in which an attacker performs repeated log-on trials by assuming possible 

values of the authenticator pass images. Password guessing could be offline or online dictionary attacks. Hackers prey on users’ personal 

likes and preferences to predict their passwords. Graphical password entropy tries to determine the probability that the hacker would be 

able to find the correct password using random prediction. Equation 1 shows the password entropy formula.  

Password Entropy = N log2 (|L||O||C|) …………………….Eq1 
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Where N is the length or number of runs, L is locus alphabet as the set of all loci, O is an object alphabet and C is colour of the alphabet, 

provided all the passwords are distributed evenly[27]. 

 

3.4 Spyware:  

This malicious software is secretly installed on a computing device without the end user's knowledge. It aims to record the key or mouse 

movement of the user when operating the device and relays it to the hackers. These key-logging and listening malwares have not been 

proven to be effective in Graphical Authentication Systems. Only recorded strokes cannot perform the malicious job without other 

information such as Window size and position. 

 

3.5 Shoulder-surfing:  

As the name implies, means an attacker looking over the user’s shoulder to steal vital information [40]. This kind of attack is common in 

a crowded place such as the banking hall and shop mall. Humans or video recorder can be used to observe users’ privacy. Both text-based 

and graphical passwords are susceptible to shoulder surfing attacks. The best method to prevent shoulder surfing is to be conscious and 

prevent secret eyes all around. Many Recognition-based Graphical Password Schemes are susceptible to this threat. 

 

3.6 Intersection analysis: 

Hackers can use the intersection of two or more sets of images to identify the pass images. Intersection analysis is feasible In Deja vu, 

where all the password images are part of the challenge sets, and decoy icons are changed in each round. Graphical Authentication 

Systems that uses multiple images choice as pass objects are also vulnerable to intersection attack. 

 

3.7 Social engineering:  

Social engineering is a wide range of fraudulent activities accomplished through human interactions. It uses psychological manipulation 

to trick users into disclosing their sensitive information, in this case passwords to hackers. While some Graphical passwords (such as 

random arts) could be difficult to disclose by description, some pass objects with distinctive names can be given away through malicious 

interactions between the users and the hackers.  

 

4.0 Security Measures in Recognition-based Graphical Password Schemes. 

Table 2 shows various security measures identified through literature studies and can be implemented to mitigate the effect of 

cyberattacks respectively in Recognition-Based Graphical Password Schemes. 

Table 2: Security measures against cyberattacks in RGPS 

 

4.1 Large Password Space (LP):  
The theoretical password space of a graphical password scheme is a security strength indicator determined by the total number of 

possible passwords. As for text passwords, the size of the theoretical password space depends on the number of available characters and 

the password length. The password space in text-based passwords is shown in Equation 2. 
 

Password Space = (94)^K       2 

94= printable number of characters excluding the space and  

K= length of password. 
 

Recognition-Based Graphical Password Schemes stand the chance to have larger password space than text-based password. In 

Recognition-Based Graphical Password Schemes, password space is the relative size of the Graphical Interface that can be used as 

passwords by users. Recognition-Based Graphical Password Schemes make it possible to adopt a multiple-page authentication system 

which can invariably increase the password space of the system. The larger the password space, the harder for brute force and guessing to 

succeed. 
 

To compute the amount of password in Recognition-Based Graphical Password Schemes involves some considerations. The popular 

technique is based on numbers of images contained in different pages of the selection and gives no consideration to the fact that an image 

can be selected more than one time. [36, 45] put this exception into consideration in their proposed formula for measuring the size of 

password space. In equation 3, y is the total number of pictures, z is Password length and x is the maximum password length. 
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S/N Attacks Mouse 
Input. 

[25,35,38] 
 

Large 
Password 

Space. [25, 
33,35, 37, 

38,39] 

Image 
variation. 

[35, 41, 
42] 

 

Hash 
visualizatio

n   [10, 34, 
35, 36, ] 

Unbiased 
content. 
[23,12,1

3,35,28] 

Randomly 
Assigned Image 

[43, 35, 41, 37] 

Users’ 
Assigned image 

[33, 35,44, 31] 

Repeat 
Verification 

[13, 34,35] 

Hybrid 
Method 

[43,36,42,
18] 

 

1 Dictionary Attack √ √  √ v √ √  √ 

2 Brute Force  √ √     √  √ 

3 Guessing  √ √ √ √   √ √ 

4 Spyware √      √   

5 Shoulder Surfing   √   √ √  √ 

6 Intersection Analysis  √ √   √  √  

6 Social Engineering      √    √ 
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𝑃𝑎𝑠𝑠𝑤𝑜𝑟𝑑 𝑆𝑝𝑎𝑐𝑒 = ∑ (
𝑦+𝑧−1

𝑦−1
)

𝑥

𝑧=1
=  ∑

(𝑦+𝑧−1)!

𝑧!(𝑦−1)!

𝑥

𝑧=1
     3 

Large Password Space (LP) is a good security feature to check cyberattacks such as Dictionary attack, Brute force, Guessing and 

Intersection Analysis. Therefore, this research paper expressed it mathematically as seen in Equation 4. In this equation, Large Password 

Space (LP) contains the set of attacks it can mitigate their threats. 

LP = {DA, BF, G, IA}       4 

Where DA = Dictionary Attack, 

BF = Brute Force,  

G = Guessing and  

IA for Intersection Attack. 

Similar mathematical expression is used for other cyberattacks. 

 

4.2 Mouse Input (MI):  

Technically, GPM uses mouse input type recognition for password selection. This distinctive feature of GPM makes the Graphical 

Authentication System more formidable to cyberthreats such as dictionary attacks, brute force and spyware attacks. These attacks are 

well associated with text-based password system. it can be denoted mathematically as shown in Equation 5 

MI = {DA, BF, S}       5 

Where DA = Dictionary Attack, 

BF = Brute Force and 

S = Spyware. 

 

4.3 Randomly Assigned Image (RA): 

Randomly assigned Image is automatic selection of pass images by the system for authentication. This security feature guarantees more 

secured passwords as it applies to textual passwords as well. It is certain that system generated passwords is more difficult for attackers to 

hack than user-generated passwords because all the principles that guides the formation of very strong passwords were observed. This 

strength comes with a tradeoff in password usability measure. The harder the password, the more difficult it is to remember. Randomly 

Assigned Password security feature can mitigate the effect of cyberattacks such as Dictionary Attacks, Intersection Analysis and 

Shoulder-surfing attacks. It is mathematically expressed as seen in Equation 6. 

RA = {DA, IA, SS}       6 

Where DA = Dictionary Attack,  

IA = Intersection Attack and  

SS = Shoulder surfing attack. 
 

4.4 Image Variation (IV):   

This implies that the same image is displayed in different colors, textures, lines and so on. This technique can discombobulate intruders 

on valid password, and by this, strengthens the system against cyberattacks such as guessing, shoulder surfing and Intersection Analysis. 

It is denoted mathematically as seen in Equation 7. 

IM = {G, SS, IA,}       7 

Where G = Guessing,  

SS = Shoulder surfing and  

IA = Intersection Attack. 
 

4.5 Hash Visualization (HV):   

This technique generates images from strings. It replaces meaningless string with structured images. It can effectively manage security 

threats associated with Dictionary and Guessing Attacks. It is mathematically expressed in Equation 8. 

HV = {DA, G}        8 

Where DA = Dictionary Attack and 

G = Guessing attack. 
 

4.6 Unbiased Content (UC):  

This security feature ensures that hotspots in chosen artforms are eliminated or reduced. It screens out artforms with biased contents that 

can play on the intelligence of the users to choose vulnerable passwords. Unbiased Content features can fortify the authentication system 

against cyberattacks such as Dictionary attacks, Guessing and Social Engineering. The set of cyberattacks Unbiased Content (UC) can 

mitigate can be expressed mathematically as seen in Equation 9. 

UC = {DA, G, SE}        9 

Where DA = Dictionary Attack, 

G = Guessing and  

SE = Social Engineering. 
 

4.6.1 Users’ Assigned Image (UI):  

Users’ Assigned Image security feature enables the users to make use of image passwords on carriable peripheral devices such as mobile 

phones.  This is similar to OTP (one Time Password) generated machine usually called hardware token in textual password system. This 

implies that the user image passwords are situated outside the hardware system. This security technique can fortify the authentication  
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systems against Dictionary attack, Brute force, Spyware and Shoulder surfing attacks. The set of cyberattacks Users’ Assigned Image 

(UI) can mitigate can be expressed mathematically as seen in Equation 10. 

UI = {DA, BF, S, SS}       10 

Where DA= Dictionary Attack, 

BF = Brute Force, S = Spyware and  

SS = Social Engineering. 

 

4.7 Repeat Verification: 

Repeat verification feature involves users going through more than one verification process before access is given. Users are provided 

with multiple pages of password interface through which a certain number of pass-images could be selected per each page at the 

registration stage. This process is repeated at the verification stage. The password interface could appear serially or randomly at the 

verification stage. This security feature can mitigate against various forms of guessing and shoulder surfing attacks. It also increases the 

password space of authentication scheme and thus makes dictionary and brute force attacks more difficult. This expressed in Equation 11 

mathematically.  

RV = {DA, BF, G, IA}       11 

Where DA = Dictionary Attack,  

BF = Brute Force,  

G = Guessing and  

IA = Intersection Attack. 

 

4.8 Hybrid Method:  

Hybrid method is the combination of recalling with recognition of passwords. Many Graphical Authentication systems use hybrid 

method to strengthen the system against multiple cyberattacks. This method comes with a great price of slow verification process. It can 

mitigate the threat of Shoulder surfing and guessing attacks as it is mathematically expressed in Equation 12. 

HM = {SS, G}        12 

Where SS = Shoulder surfing and  

G = Guessing. 

 

5.0  Discussion. 

From our study, we identified the cyberattacks that are connected to Recognition-based Graphical Password Schemes (RGPS). These are 

a set of Dictionary Attack (DA), Brute Force (BF), Guessing (G), Spyware (S), Shoulder Surfing (SS), and Social Engineering (SE) and 

are represented mathematically in Equation 13. 

Cyberattacks (RGPS) = {DA, BF, G, S, SS, SE}    13 

The corresponding security measures to combat all the Cyberattacks discussed in this article, is evaluated in Equation 14.  

Security Measures = {MI, LP, IM, RI, HV, UB, UI}    14 

From Equation 2 to Equation 10, the minimal security measures which can be implemented in RGPS to safeguard the system against 

mentioned cyberattacks, is deduced, as represented in Equation 15.  

{UC} U {UI} = {DA, BF, G, S, SS, SE}     15  

The last mathematical expression shows that only the combination of Unbiased Contents (UC) and User Assigned Images (UI) can give 

the set of all the listed cyberattacks. This invariably means that implementing the security measures of Unbiased Contents (UC) with 

Users’ Assigned Image (UI) in RGPS will fortify the system against all the six attacks evaluated under this study, which are Dictionary 

Attack (DA), Brute Force (BF), Guessing (G), Spyware (S), Shoulder Surfing (SS), and Social Engineering (SE). Other benefits of this 

finding are listed below 

1. The combination gives a good trade-off between Usability and Security.  

2. Easy to implement 

3. Saves the server from large pictures storage which makes most RGPS very slow. 

4. Highly memorably and user-friendly. 

5. Very good resistant to Shoulder surfing attacks that threatening all RGPS. 

6. Future RGPS can study and adopt this security framework. 

 

6 Conclusion and Future works 

In this study, we reviewed the assertions of security experts on the security features of Recognition-Based Graphical Password Schemes. 

These findings show that the security of Recognition-Based Graphical Password Schemes depends largely on the nature and form of 

images available for use as passwords.  Furthermore, from the literatures, we identified and examined the common cyberattacks 

connected to Recognition-Based Graphical Password Schemes which are Dictionary Attack (DA), Brute Force (BF), Guessing (G), 

Spyware (S), Shoulder Surfing (SS), and Social Engineering (SE). More so, from various recommendations of Graphical Authentication 

Security experts, we identified and evaluated the corresponding security measures which can be implemented to mitigate the identified 

security threats. Finally, we discussed the minimal security measures that can be implemented to strengthen the Recognition-Based 

Graphical Password Scheme against cyberattacks. Our finding revealed the combination of Unbiased Content with Users-Assigned 

Image security features can mitigate the effects of all the listed cyberattacks. This combination proves to be user-friendly, require less 

storage facility and easy to implement as well. 
 

Journal of the Nigerian Association of Mathematical Physics Volume 65, (October 2022– August 2023 Issue), 191 – 198 



197 
 

Towards a Framework Establishing…                       Babatunde and Binitie                         J. of NAMP 
 
 

In future works, we intend to use the security features discussed in this study to assess and rate some common Recognition-Based 

Graphical Password Schemes. This will form a useful framework to aid users of RGPS in selecting the Recognition-Based Graphical 

Password Scheme suitable to their needs. 
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